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EXPORT NEWS

Recordkeeping Requirements
For Export Documentation

The U.S. Government (USG) requires exporters to retain export
records for a minimum of five years from the date of the last
transaction or the date of termination of an export authorization,
whichever is later. Such records must be available for inspection
by the USG (e.g., Directorate of Defense Trade Controls (DDTC),
Bureau of industry and Security (BIS), Customs and Border
Protection (CBP), or any other designated USG agency) upon
request. The person maintaining the records must furnish the
records, the equipment, and, if necessary, knowledgeable
personnel to locate, read and reproduce the records. Electronic
records must be able to be reproduced in hardcopy and must be
legible and readable when viewed on machines or monitors.
Information must be stored in such a way that it cannot be altered
once initially recorded without recording all changes, who made
them and when. Digital images must be accessible in the records
being maintained.

An export authorization may be in the form of a license, an
agreement, an exception or an exemption. Records must be kept
of all usages of exceptions and exemptions. Logs should be kept
of all such exports. The log should contain the date and time of
export, the name of the recipient end-user, a description of the
exported item (e.g., the technical data or the equipment) and the
method of export. Copies of technical data exported must also be
kept. When tracking provision of defense services a copy of the
meeting agenda and the list of the attendees must be kept. If Non
Disclosure Agreements are required, the attendee list should note
whether one is in place for those attendees that require one.

The Export Working Group created the recordkeeping matrix on
page two to show who has primary responsibility for maintaining
export records. For example, the matrix indicates that the
departmental business office should retain the original PI export
checklist and any corresponding Jurisdiction and Classification
Determination and the Export Control Officer should retain a
copy. With regard to export license approvals, the ECO should
hold the original and copies should be maintained by the
Departmental business office and PI with copies to the Customs
Broker and Human Resources, if applicable.

All export records pertaining to exports of hardware and
technical data must be tracked and logged by the users of the
export authorization (i.e., the PI or the Project Manager and his or
her team members) with copies to the departmental business
office. The matrix is also posted to the
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Update on Roth Case

Federal prosecutors have recommended a
prison sentence of 5-6 %2 years for a former
University = of Tennessee  professor
convicted of plotting to violate the Arms
Export Control Act. Professor Reece Roth
was convicted last September of allowing a
Chinese graduate student access to ITAR-
controlled information on a USAF project.
Roth is currently awaiting sentencing. On
May 14, a U.S. District court judge heard
testimony about the nature of the
information shared and arguments from
both sides. The judge will decide on a
sentence after allowing Roth to speak for
himself. No date has been set for that
hearing. The above information was
obtained from the following article and
press  release: and
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Export Compliance Recordkeeping Matrix

Document SPS ECO Dept. | PI Customs | HR Notes
Broker

Contract P S

Approved Publication Waiver | S

Pl Export Checklist S P
Jurisdiction & Classification
Determination

TCP & Training Records

Export Application Package P S S* *If for employee
Approved Export P S S P* S** *If for H/W and only until
Authorization & Training return to USG

**|If for employee
Export Logs S P
Shipping Documents S P
Travel Briefing or Review sS* *If Int’l & Briefing Held

Disclosures

Commodity Jurisdiction
Requests

Advisory Opinions
General Correspondence

Federal Register Notices

- On 5/18/09, the Office of Foreign Assets Control of the U.S. Department of the Treasury (OFAC)
amended the Terrorism List Governments Sanctions Regulations so that the schedule to which a prohibition section refers
lists those countries that are currently designated as supporting international terrorism, instead of the countries that were
designated as of the effective date of these regulations. This amendment also removes Iraq, Libya, and North Korea from
the schedule, because these countries are no longer designated as state sponsors of terrorism. Cuba, Iran, Sudan and Syria
were re-designated.

74 Fed. Reg. 23941 - On 5/22/09, BIS imposed a license requirement for certain exports and re-exports of military|
commodities manufactured outside the U.S. that are not subject to the ITAR, regardless of the level of U.S. origin content,
if those military commodities incorporate certain thermal imaging cameras that are subject to the EAR. This rule also
removes Commerce Control List (CCL)-based export and re-export license requirements with respect to 36 destinations
for certain thermal imaging cameras when they are not incorporated into military commodities and if they are not being]
exported or re-exported to be embedded in a civil product. It imposes a semi-annual reporting requirement on the
transactions from which it removes the CCL-based license requirements. This rule limits use of License Exception APR
(Additional Permissive Reexports) for re-exports of certain cameras controlled by ECCN 6A003.b.4.b and certain foreign
made military commodities incorporating such cameras. This rule also imposes a license requirement for software used to
increase the frame rate of certain cameras. BIS is making these changes in recognition of the emerging availability of these
cameras around the world, the export licensing practices of other governments, and the potential use of these cameras in|
military applications.

74 Fed. Reg. 25430 - On 5/28/09, OFAC published a notice that it is adding a new part 546 to Title 31 of the Code of
Federal Regulations (CFR) to implement Executive Order 13400 of April 26, 2006, “Blocking Property of Persons in|
Connection With the Conflict in Sudan’s Darfur Region.” These sanctions are targeted sanctions directed at certain actors
in connection with the conflict in Darfur, and are separate from the Sudanese Sanctions Regulations, 31 CFR part 538.

74 Fed. Reg. 25439 - Also on 5/28/09, OFAC announced it is adding a new part 547 to Title 31 of the CFR to implement
[Executive Order 13413 of October 27, 2006, “Blocking Property of Certain Persons Contributing to the Conflict in the
[Democratic Republic of the Congo.” These sanctions are targeted sanctions directed at certain persons who contribute to
the conflict in the DRC. The sanctions are not directed against the country of the DRC or the Government of the DRC.
They do not generally prohibit trade or the provision of banking or other financial services to the country of the DRC,
unless the transaction or service in question involves a person whose property and interests in property are blocked
pursuant to Sec. 547.201(a).




